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Abstract: In this paper, the problem of distributed fault-tolerant control for multi-agent
systems is studied. In the proposed method, the communication graph of the network is not
needed to be known by the agents. The leader agent is active with a bounded non-zero control
input. The control input of the leader and its bound is not known by any follower. Moreover, it
is assumed that the leader is non-cooperative and does not communicate with any other agent.
By considering all these limitations, the control input of the followers are designed such that the
followers can track the leader in the presence of bounded additive actuator faults. A numerical
simulation is provided to illustrate the effectiveness of the proposed approach.
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1. INTRODUCTION

During the past decade, the study of cooperative control
algorithms for multi-agent systems has received a consid-
erable attention (Davoodi et al., 2016). Leader-following
consensus is a cooperative behaviour in multi-agent sys-
tems. In this behaviour, the states of a group of follower
agents track the states of a leader. In the leader-following
consensus control, the objective is to design a control law
that guarantees this behaviour among the agents. Leader-
following consensus is used for different applications such
as multiple unmanned underwater vehicles (Yan et al.,
2019), areal vehicles (Xuan-Mung and Hong, 2019) and
power systems (Hu et al., 2014).

Leader-following control algorithms have been proposed
by considering different agent models including single in-
tegrator, double integrator, linear and non-linear models.
Linear multi-agent systems have gained considerable at-
tention recently due to their generality. In fact, single
integrator and double integrator systems can be modelled
as linear systems. The leader-following problem for linear
multi-agent systems has been extensively studied in recent
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years(Cheng and Ugrinovskii (2016); Xu et al. (2015);
Cheng and Li (2018); Wu et al. (2017)).

Since multi-agent systems usually perform their tasks in
unknown and sometimes harsh environments, the agents
are subject to the occurrence of faults (Meskin and Kho-
rasani, 2009; Meskin and Khorasani, 2009; Meskin et al.,
2010; Meskin and Khorasani, 2011; Chadli et al., 2017).
Due to the communication and cooperation among the
agents, a fault in an agent not only affects the behaviour
of that agent, but also degrades the performance of the
whole team such that the consensus objective can not be
achieved. Therefore, designing fault-tolerant control laws
for the multi-agent system is of great importance. Different
fault-tolerant control protocols have been proposed for
linear multi-agent systems. In Gallehdari et al. (2017b), a
fault-tolerant leader-following consensus control algorithm
is proposed for the case of multiplicative faults and in
Gallehdari et al. (2017a), distributed control reconfigura-
tion strategies for directed switching topology networked
multi-agent systems are developed. In Hajshirmohamadi
et al. (2019b,a); Davoodi et al. (2016), the problem of
simultaneous fault detection and control for multi-agent
systems is considered. In these papers, an H, performance
is considered to attenuate the effect of fault on the con-
sensus error. In Zhu et al. (2016), a fault-tolerant tracking
control method is proposed based on intermediate estima-

4142



Preprints of the 21st IFAC World Congress (Virtual)
Berlin, Germany, July 12-17, 2020

tor. In Chen et al. (2015); Zou et al. (2015); Yadegar et al.
(2017); Yadegar and Meskin (2020), adaptive protocols are
used to eliminate the effect of fault on the tracking error.

In most of the fault-tolerant leader-following protocols
such as Gallehdari et al. (2017b); Zou et al. (2015);
Chen et al. (2015), the full state measurement is needed.
It should be noted that in many applications, the full
state can not be measured and only an output signal is
available. Moreover, in most of the proposed approaches
like Gallehdari et al. (2017b); Hajshirmohamadi et al.
(2019b,a); Davoodi et al. (2016), the control input of the
leader should be transmitted to a group of followers while
n many cases, this is not possible. An example of this
situation is the case that the leader is a non-cooperative
target. The proposed method in Zhu et al. (2016) is based
on output feedback and does not need communication with
the leader. However, the Laplacian matrix of the network is
needed to be known for controller design. Laplacian matrix
is based on global information and therefore this approach
is not fully distributed.

In this paper, a fully distributed approach is proposed to
achieve leader-following consensus among linear agents.
The proposed method can also eliminate the effect of
additive actuator faults and it is based on output feedback
and full state measurement is not needed. Moreover,
the proposed approach is fully distributed and a global
information of the network is not needed for designing the
distributed controllers. Based on the authors’ knowledge,
a leader-following method with all these features does not
exist in the literature.

The outline of this paper is organized as follows. Problem
formulation and preliminaries are given in Section 2. Sec-
tion 3 includes the main results of the paper. A simulation
example is presented in Section 4 and finally, Section 5
concludes the paper.

2. PROBLEM FORMULATION AND
PRELIMINARIES

Consider a team of N + 1 homogeneous agents including
N followers and one leader. Without loss of generality, it is
assumed that the leader is indexed by 0 and the followers
are indexed by 1, ..., N. The dynamics of the i-th follower
is described as

zij(t) = C(ai(t) — (), j €N, (1)
for i = 1,...,N, where N; is defined based on the

communication graph of the followers. The dynamics of
the leader is described by

j?o(t) = Axo(t) + BUQ(t), (2)

where z;(t) € R™ t > 0,4 = 0,...,N, is the state of
the i-th agent and z;;(t) € R™,t > 0, is the measured
relative output of agent 7,7 = 1,..., N, with respect to
agent j € N; U0 if the leader is a neighbour of agent
i and j € N, otherwise. The inputs u;(t) € R™ and
fi(t) € R™ are the control and actuator fault inputs
of the agent i. The matrices A, B and C are known
constant matrices of appropriate dimensions. We assume
that only a non-empty subset of the followers can measure

their outputs relative to the leader. However, there is
no communication link between the followers and the
leader to exchange information. The objective is to design
distributed controllers for the followers such that the
followers can track the leader in the presence of bounded
actuator faults, i.e., ||z;(t) — zo(t)|| — 0 for ¢ — 0.

The following assumptions are used throughout this paper.

Assumption 1. It is assumed that the pair (A, B) is stabi-
lizable and the pair (A, C) is detectable.

Assumption 2. Tt is assumed that rank(C'B) = rank(B) =
Ny-

Assumption 3. For every complex number s with non-
negative real part, we have:

rank ({SI"C_ A ]gD =1+ Ny (3)

Assumption 4. The control input of the leader ug(t) and
the fault inputs f;(¢), satisfy ||uo|| < wm and || fi|| < fu,
where uy; and fy; are unknown positive constants.

Assumption 5. The communication and measurement
graphs of the follower agents are equal, un-directed and
connected. Moreover, at least one of the followers can
measure its output relative to the leader.

Remark 1. Assumptions 2 and 3 are common in studies
that consider sliding-mode observer design (Raoufi et al.,
2010; Lee et al., 2014; Menon and Edwards, 2014). As-
sumption 3 suggests that all invariant zeros of the triple
(A,B,C) are in the left half plane or equivalently the
triple (A, B, C) is minimum phase. Assumption 4 requires
that the control input of the leader is bounded that is a
general assumption in leader-following consensus problems
(Li et al., 2013; Zhu et al., 2016). Finally, Assumption
5 is common among multi-agent systems with undirected
communication graphs.

Lemma 1. ( Liu et al. (2007) ). Let L = [l;;]nxn denote
a symmetric and irreducible matrix satisfying {;; < 0,7 #
j, and Zj-vzllij = 0, for ¢ = 1,...,N, and G =
diag(g1, go, - .-, gn) be a non-zero matrix with g; > 0,7 =
1,...,N. Then, all the eigenvalues of the matrix L+ G are
positive.

3. MAIN RESULTS
8.1 Controller analysis

In this section, an observer-based distributed consensus
protocol is proposed. Before introducing the distributed
observer, we define the new states (;(t) and &;(¢), i =
1,...,N, as

G(t) = Z (i(t) — ;) + qi(wi(t) — zo(t))
JEN;
Git) = Z zij(t) + qizio(t)
JEN;
where ¢; is defined as ¢; = 1 if the i-th follower has access
to the leader relative measurement and ¢; = 0, otherwise.

The proposed observer-based controller for the i-th agent
is now proposed as
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Gi(t) = AG(t)+aq:iBui(t)+ B> (uit)—u;(t)) + H(t)
JEN;
#8'5 (mOsn(ox0) - 0580 (6,00
JEN;
+ qini(t) Bsgn(¢i(t)),
i(t) = 7] (H)T;(t)
+ il FE() + F Y (Gi(t) ,
JjEN; 1
ui(t> = _ni(t)Kwi(t)_ni(t)sgn(¢i(t))7 i=1,...,N, (4)
where
Gi(t) = qini(t) FE&(t) +ni(t) F Z (&(t) —

JEN;
and 7; is a positive scalar. The matrices F' € R™*"z
H € R™*"= T' ¢ R™X" and K € R™*"= are the
parameters of the controller that will be designed later.

Let {(t) = [élT(t)""aCA]TV(t)}Tv eilt) = Gt) — G(b),
e(t) = [eF(@),....e 0], ) = [¢F),....chD]",
Q = [ql,...,qN]T, and G(t) = diag(ni(t),...,nn(t)).

Using (1), (2), and (4), the dynamics of the aggregated
state vectors ((t) and e(t) can be written as

{(t) = (In ® A~ LG(t) ® BK)((t) + (In ® HO)e(t),
é(t) = (In ® (A — HC))e(t)
— (LGt ® B)sgn( GHIL® FC)e(t))

+ (L@ B)f(t) — (Q ® B)uo(t), ()
where L is the modified Laplacian matrix defined as L =
L + diag(q1,-.-,qn).

Lemma 2. (Davoodi et al. (2016)). The modified Lapla-
cian matrix L is positive definite.

Let e, (t) = 2;(t) —zo(t) and ze(t) = [x2 (t),..., 22,
can be easily seen that ((t) = (L ® I, )xe(t). If () —

and e(t) — 0, then ((¢) — 0. Since L is non-singular, this
leads to x¢(t) — 0 and the consensus will be achieved.
In the following theorem, a sufficient condition is given
to design the parameters of the leader-following consensus
protocol (4).

Theorem 1. Suppose that Assumptions 1-4 hold. If there
exist positive definite matrices P; € R™*" and P, €
R™<*M= guch that

TIT. It

E<0, (6)
BTP, = FC, (7)
where,
=_[AP+P AT —2BB" HC
= crta"T Py(A—HC)+(A—HC)T P, |’
(®)

then, the leader following consensus objective is achieved
in presence of actuator fault by considering K = BTP;*
and T' = P, 'BBT P!, Moreover the gains 7; converge to
a constant value.

Proof. Define 7;(t) = 1n;(t) —cv, (t) = [ (t), ..., i (1)],
where « is a positive constant. Consider the positive
definite Lyapunov candidate function

The time derivative of (9) along the trajectory of (5) is
obtained as

V(C(8), e(0), (1))

:2§T( Iy ® PTYA - LG(t)L @ PLYBBTPTY((1)
(I ® Py 1HC)e(t)

(IN®P2A HO))e(t
(LG(t) ® P2B)sgn((G(t)
(Q® PaB)uo(t) + (L@

® FC)e(t))

)
)
) L ®

) ® P,B)f(t)

42 Z () (T (t)
z;l
+2 Z i (1)

—20421/}
72042

Using the fact that xTsgn(z) =
is easy to show that

e (1) (LG(t) ® PyB)sgn((G(t)L @ FC)e(t))

ni(t)||aFCestt) + FCY (et = ;1)
1 JEN;

ticez

)+ FC Y (e

— et Hl
JEN;

)Lt

q;FCe;(t) +FCZ e;(t
JEN;

|z|l1, and BT P,

)—e;®)]| - (10)

=FC, it

Il
.MZ

, (11)

K2

and
2¢" (¢ )(EG( )L @ P BBTPI(()

—Qme

Moreover, using the Holder’s inequality we have
—e"(1)(Q ® PaB)ug(t) + (L @ P,B) f(t)
= —eT(t)(L1n ® PaB)ug(t) + (L @ P,B)f(t)
= —¢"(t)(£ ® P,B) ((1N ® I, Juo(t) — f(t))
<L ® B Poe(t)[h[|(1n © Ln, Juo(t) = f(t)l|o-  (13)
By using (11), (12) and (13), the inequality (10) leads to
V (), e(t), (1))
< 2{T(t)(Iy ® P;TA — aL? @ PTEBBT P71
+ 20 () (Iy @ PrTHC)e(t)
+2eT(t)(In ® Po(A— HC))e(t)
+I£L® B Pee(t) 1 (|(1n ® I, )u

)L (t)

0o(t) = f(D)lco — ).
(14)

Since ug(t) and f;(t) are bounded according to Assumption
4 and « can be any positive scalar, for a large enough «
we have
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V(C().e(t). (1))
<2{T(t)(In ® Py A — aL? @ PTIBBY PN (1)
+2{T(t)(In ® PTYHC)e(t)
+2e"(t)(Iny @ Po(A— HC))e(t).
Based on Lemma 2, the modified Laplacian L is positive
definite. Hence, there exists a unitary matrix U such that
UTLU = diag(\1,...,An), where Ay > ... > A\ > 0.

Define the transformation ¢ = (UT @ P;')(. Then, we
have

(15)

V(C(t), (), 7(t))

< 20T (t)(In ® AP, — aA? ® BBT)((1)
+2CT(t)(In ® HC)é(t)
+ 2¢7 (t)(In ® Py(A—HC))é(t)

N
(G (6)(APL — aX! BBT)Gi(t)

_7T< DHCE (1) + &1 () Po(A — HC)er(1))

(HCE(t) + & (1) P2(A — HO)&(t))

Ht)} = [58] £ W (C(),e(t)),

where the last inequality is obtained if « is large enough
such that a); > 1. Since Z < 0, we have V(C( ),e(t)) <0
and the system (5) is stable. This means that C(t), e(t) and
¢(t) are bounded. [~ W (((t), ( ))dt = V(¢(0),e(0)) —
Vo exists and is bounded. Since {(t) and é(t) are bounded,
then W (C(t),e(t)) is bounded and W (C, e) is uniformly
continuous. By using the Barbalat Lemma, W (((t), e(t))

converges to zero which means that ((¢), ((¢) converge to
zero and as a result x,(t) converges to zero. On the other
hand, 7(t) is nondecreasing and bounded which means it
converges to a constant.

+¢

N

Z )(APr — BBT)Gi(t)
+ ¢
¢(t)

(16)

Remark 2. The controller (4) and the conditions of The-
orem 1 illustrate the advantage of the proposed method
compared with the existing approaches. It can be seen that
different from Gallehdari et al. (2017b), relative output
measurements are used instead of relative states. Com-
pared to Gallehdari et al. (2017b); Khalili et al. (2020), in
the proposed method none of the followers need communi-
cation of the control input or any variable with the leader.
Moreover, different from Zhu et al. (2016), in the proposed
method, no global information such as the eigenvalues of
the Laplacian matrix is needed.

3.2 Controller synthesis

In this subsection, we propose a method to design the
parameters of the controller (4). Algorithm 1 is proposed
for this purpose. In the following lines we explain how
this algorithm works. According to Schur complement
lemma, the inequality (6) holds if and only if the following
inequalities

Algorithm 1. Obtaining the parameters of the controller (4)

1: Solve LMI AP, + P,AT —2BBT < 0 for P
2: Solve Her(Py(A—HC)) < —fB1,, and BT P, = FC for
H and F by using Theorem 3 in Hui and Zak (2005).

3: Find + such that —(HO)T(AP, + P AT —
2BBT)"'HC < ~BI,,.
4: Set F=~F and K = BTP!
Her(AP, + PAT —2BB™T) <0, (17)
HeT(PQ(A — HC))
—(HC)Y (AP, + PAY —2BBY)"'HC <0, (18)

hold. Since (A, B) is stabilizable according to Assumption
1, the linear matrix inequality (17) has a positive definite
solution for Py (Li et al., 2013). Moreover, since based on
Assumption 1, (A, C) is detectable and Assumptions 2 and
3 hold, based on Theorem 3 in Hui and Zak (2005), there
exist H F, and P, > 0 such that the Lyapunov inequality
Her(PQ(A HC)) < —BI,, and the equality BTP, = FC
hold. On the other hand, the scalar v can be found such
that

—(HC)Y (AP, + PLAT —2BB™)"'HC < 481,
and consequently we have
YHer(Py(A — HC))
— (HC)Y (AP, + PLAT —2BB")"'HC <0
By defining P, = 7P, the inequality (18) is satisfied
and hence, the inequality (6) holds. Moreover, by setting

F = ~F, the equality constraint (7) holds. Algorithm 1
can be used to find the parameters.

4. SIMULATION

In this section, a simulation example is provided to demon-
strate the effectiveness of the proposed method. Consider a
network of unmanned underwater vehicles (UUVs) includ-
ing four followers and a leader. The linearized dynamics of
the diving system is described by (1) with x; = [w; 0; 2T
where w; is the pitch rate, 6; is the pitch angle, and z; is
the depth of the i-th UUV (Healey and Lienard (1993)).
The parameters of the model are given as

~0.7 —0.3 0 0.35 Loo
A= 1 0 0 0 ,0[001].(19)
0 —030 0

The control input w;(t) is the deflection of the control
surface from the stern plane. Each UUV can measure
its depth and pitch rate relative to its neighbours. The
communication graph of the network is given in Fig. 1.

The control input of the leader is selected as wug(t) =
K,xzo(t) + sin(0.5t),t > 0, where K, = [12.85 24.02 —
44.68]. The parameters of the controller is designed by
using Algorithm 1 and setting 7 = 100. It is assumed that
at t = 50s, a bias fault fo(¢) = 1 occurs in the second
agent. The trajectories of the states of the agents and the
adaptive gains 7); are shown in Fig. 4 and 5, respectively.
It can be seen that the consensus is achieved in presence
of actuator fault in agent 2.
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Fig. 1. The communication/measurement graph of the
agents where the dashed arrows denote the communi-
cation among the agents and the solid arrows denote
the relative measurements available for each agent.
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Fig. 2. The pitch rate trajectories of agents.
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Fig. 3. The pitch angle trajectories of agents.
5. CONCLUSION

In this paper, a fault-tolerant control protocol has been
proposed for linear multi-agent systems. The proposed
method does not need full-state measurement of the
agents. The leader is considered to be non-cooperative and
its control input is assumed to be unknown to all followers.
Moreover, the global information of the network is not used
in controller design. By considering all these limitations,
an algorithm is proposed to design the parameters of the
controller by using linear matrix inequalities. A numerical
example has been presented to illustrate the effectiveness
of the proposed method. The case of multiplicative faults

-8
£
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a ! ll
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-14 ‘ ‘ ‘
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Fig. 4. The depth trajectories of agents.
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1 L n n
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Fig. 5. Adaptive gains n;,i = 1,...,4.

and switching network topology will be considered in our
future work.
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