Preprints of the 21st IFAC World Congress (Virtual)
Berlin, Germany, July 12-17, 2020

Optimal Tracking Control of Linear
Discrete-Time Systems Under Cyber
Attacks *

Hao Liu,* Hui Qiu

* School of Automation, Shenyang Aerospace University, Shenyang,
110136, China (e-mail: Th_hit_1985@163.com,).

Abstract: In this paper, the optimal tracking control problem is solved based on the
reinforcement learning for linear systems subject to multiple false-data-injection (FDI) attacks.
An augmented system is established, which includes the original system and reference-trajectory
generator system. The corresponding optimal control issue is formulated as a game problem
between the system and malicious adversaries. A Q-learning algorithm is proposed to solve the
game algebraic Riccati equation without requiring any knowledge about the dynamics of the
augmented system. Finally, an example is provided to show that the system output can track

the reference trajectory under cyber attacks.
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1. INTRODUCTION

Optimal tracking control is a main research field in control
theory, and the objective is to design an optimal controller
such that the system output can track a reference trajecto-
ry in an optimal sense. This can be achieved by minimizing
a predefined quadratic performance index. It should be
noted that the communication is vulnerable to attacks
launched by malicious adversaries when the controller and
the plant are linked through wireless network. Thus, it is
meaningful to consider the effect of cyber-attacks.

In Teixeira et al. (2015), cyber-secure networked control
is modeled and analyzed, and the attack space is divided
into three dimensions: the adversary’s model knowledge,
disclosure and disruption resources. Consequently, the
corresponding attacks are mainly classified into three
types, i.e., denial-of-service attacks Persis et al. (2016);
Qin et al. (2018); Ding et al. (2017), false-data-injection
(FDI) attacks Kung et al. (2017); Bai et al. (2017); Hu
et al. (2018) and replay attacks Mo et al. (2009); Zhu et al.
(2014); Chen et al. (2018). FDI attacks aim to replace
the original data with false data injected by adversaries.
Note that these injected data may deteriorate the system
performance. Moreover, FDI attacks require to know the
model knowledge and disruption resources.

The security problem for a networked control system was
investigated in Hu et al. (2018), and a new necessary and
sufficient condition for the insecurity was derived. A notion
of e-stealthiness was given in Bai et al. (2017) to quantify
the detectability of attacks in stochastic cyber-physical
systems. Based on the entropy theory, the performance
degradation in the presence of attacks was characterized.
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It is noted that a Stackelberg game theory can be used
to deal with FDI attacks if the two players make their
decisions sequentially. In Li et al. (2018), the interactive
decision-making process between the defender and the
attacker were studied in a Stackelberg game framework,
and the optimal strategies for both sides were solved by
using linear programming approach.

It should be emphasized that, however, the design of
controller is rarely considered to defend FDI attacks. For
instance, the controller design problem of CPS was studied
in Ye et al. (2019) to ensure the reliability and security
when actuator faults in physical layers and attacks in
cyber layers occur simultaneously. In Ding et al. (2017),
the consensus control problem was investigated for a
class of multiagent systems with lossy sensors and cyber-
attacks, in which a dynamic output feedback controller
was designed.

As a result, optimal tracking control for discrete-time
systems under multiple FDI attacks are investigated in
this work. It is assumed that the controller can acquire
the information of the plant state and the reference signal.
Moreover, the corresponding issue is formulated into a
game problem, which can be solved by using reinforcement
learning method.

Notations: The superscript T stands for matrix transpo-
sition; R™ denotes the n-dimensional Euclidean space; [
and 0 represent the identity matrix and the zero matrix,
respectively; the notation P > 0 means that P is real
symmetric and positive definite; A ® B is the Kronecker
product of A and B.

2. PROBLEM FORMULATION

Consider the following discrete-time linear systems
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Tpy1 = Axy, + Buy, (1)

yr = Cay, (2)

where z;, € R™ is the system state, uy € R™ is the control

input, and y; € RP is the system output. Assume that

(A, B) and (A,C) are controllable and observable pairs,
respectively.

In this paper, it is assumed that the reference input
satisfies the following model

Yrt1 = Ty (3)
where y; € RP and T needs not to be Hurwitz. The aim
of controller is to make the system output y; track the
reference input y;,. Moreover, we assume that the plant and
the controller are linked through wireless network. Assume
that the wireless network communication can be attacked
by adversaries and all attackers have full knowledge of the
system. The communication between the remote controller
and the system can be eavesdropped and attacked, and the
modified data uj, can be represented by

q
ug :uk—i-ZI‘jai (4)
j=1
where ¢ is the number of adversaries, ai eER™ j€Q=
{1,2,...,q}, is the false-data injected by attacker j at time
step k, and matrix I'V satisfies

where 7 € {0,1}, i = 1,2,...,m, j € Q. B/ =
means that " communication channel is attacked by
7' attacker; otherwise, the corresponding channel is not

‘th
injected false data. It should be pointed out that I'/ can be
determined by using different method, such as game theory

approach, assuming /3] satisfies bernoulli distribution, etc.

In this paper, it is assumed that the matrix I'V is known
in advance.

Considering modified control input (4), the equation (1)
becomes

q
g1 = Azg + Buf = Azxy + Bug, + Z BI‘jag€ (6)
j=1
Now, define the following tracking error
ex =Yk — Yy = Crp — yj, (7)
Based on (6) and the reference input dynamics (3), the
following augmented system can be constructed

_ A0]_ B 2 il
Ik+1[0 T]$k+|:0:|uk+2|:Bg ]ai
j=1

q
= AZy, + Buy, + Z [Maj, (8)
=1

where 7, = [z}, (yg)T}T. Then, the tracking error ey can
be given by -
e = [C — I]i‘k =Cxy (9)

Note that the controller can be designed in the form of
different types, such as state feedback, dynamic output
feedback, etc. On the other hand, the false-data injected
by adversaries can also be given in many different types,
which means that an attacker can utilizes some different
types of signals, such as the system states, the reference

input, and so on. In this paper, however, the control input
uy and the injected false data ai are assumed to be linear
functions of zj, and y;, which can be represented as follows

up = p(xr, yp) = Kz, + Koy = Koy (10)
and _ A _ ' ‘

ay, = W (vg, yi) = Liwg + Lyyy, = Ly, (11)
where j € Q, K and L7 are constant feedback gain
matrices to be determined. The advantage of such design
can be seen in the following analysis.

The objective of the defender, i.e., the controller, is to
minimize the following reward function at time step k

Ra(@r, yp, ur) = Z’Yiik (ef Qeei + uj Ru,) (12)
i—k

where Q. > 0, R > 0 and ~ € (0,1) is the discount factor.
It is noted that v = 1 can be chosen if matrix T" is Hurwitz.
Therefore, the optimal control policy can be obtained by
solving

uy, = arg min Ry (zk, vy, tr) (13)
ug

Similarly, the reward for the attacker j at time step k is
Ra(we v af) = D'~ (e Qees = (@) (@) (14)
i=k

where ¥ > 0 is a pre-defined weighting parameter, and it
is assumed that both players know the reward functions of
their opponents. The optimal attack policy for j** attacker
can be given by
a?;* = argmz}xRa(xhy,;ai), jeQ
@

(15)

Remark 1. Equations (13) and (15) show that the defend-
er aims to reduce the tracking error and consume less
energy; while the purpose of j attacker is to increase the
tracking error. Therefore, the objectives of both players
are opposite.

3. MAIN RESULTS

Define the following functions

J(.fk,’dk, al%;a o 70%)
:J(-rkvy/7;7uk7allca o aaZ)
=> (el Qeei + uf Ru; = Y 97 (al)"(al))  (16)
i=k j=1
J =inf sup J(fk,uk,a}c, coeal) (17)
Uk o1 .. 44
k? "k
J = sup infJ(Zy,uy,ap, - ,af) (18)
ajl,-af Uk

If J* = J = J, then J* is called the value of the corre-
sponding game and (u},a,*,--- ,al") is the Nash equilib-
rium at time step k, namely, the saddle-point solution.

Then, calculating (13) and (15) is equivalent to find the

. 1
saddle point (uf,a;™, -+ ,a}") such that
* ry . r 1 q
J (Ikayk) = min imax J(xk7yk7uk7aka o ’ak;)
ur al ... a?
k? "k
_ : i 1 q
= max minJ (g, Yy, Uk, ag, - ,a;)  (19)
allcv"WaZ Uk
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Define the following utility function at time step k

T = Tk($k7il/£a Uk, allw T ,(LZ)
q . . .
= T Qup + uf Rup, = Y _9(a})" () (20)
j=1

where Q, = CTQ.C. Considering the state feedback
control, then one can obtain from (16) that

J (@) = J(@g, p(Zg), B (T1), -+, h(Ty))

= k(@ @), B (@), B (7))
i=k

(21)

Through a simple calculation, (21) can be re-written as
J(i‘k) :rk(jka :U’(jk?)7 hl(jk)7 e 7hq(‘i‘k)) + ’YJ(j:k-‘rl)

q
=T} Qur, + uf Ruy, — Y 97 (a})" (al) + 7 (Th11)
j=1

(22)
which is the Bellman equation of optimal control. Accord-
ing to the Bellman optimality principle, the value function
J(Z) is quadratic in the state Ty at time step k, and can

be represented as
J(zy) = 2} Py, (23)

where P € RP)x(n+p) s positive definite and to be
determined. Then, the Bellman equation (22) becomes

q
T} Pxy, =2} Qux + ujf Ruy — » 97 (a])” (a])

j=1
+ YTy Pora (24)
For simplicity, we can define 9 = diag{d', 92, ---, 19‘1%,
I =['I? ... 19 and a; = [(a})” (a})T -+ (a})T]T.
Therefore, the optimal strategies satisfy
R+~BTPB vBTPT U
ATTPB  ATTPT — 91| | ax
I
__|B P{l _
_ {WFTPA] o (25)

The following optimal policies for both players can be
obtained by solving (25)

uj = K(P)# = (R+~B"PB - QB)~ QAz,
and

(26)

a; = L(P)zp = —(0T -9 ® I)"'0 Az, (27)
where
QO =+?B"PT (\T"PT -0 1) TTP
(O CO N CH
0 =y@)TP I —vB(R+~B"PB) 'B" P]
T
L(P) = [(L'(P))" (LX(P))" -~ (LU(P))"]
and P satisfies the following game Riccati equation
P=Q,+vATPA—~*[A"PB A" PT]
R+4BTPB  ~AB"PT ] [BTPA
ATTPB  ATTPT -9 @1 r’prA
In order to obtain the optimal strategies for both sides,
the knowledge of system dynamics (A, B,T',T) is needed.

In this paper, a Q-function is given for the game between
the defender and attackers, which does not need to know

(28)

(A, B,T',T). Define the following Q-function Bellman e-
quation

Q(jk’aulwallw e aag)
= Tk(j/wuka allca te ,CLZ) + Vj(jk-‘rl)
q
=T} Quy +uf Rup — Y 7 (a])" (a]) + v (Tas1)
j=1

= 71 QuT), + uf Ruy, — al (9 @ Iay,
+ VQ(ika,UkH,aiHv s (29)

which can be re-written as the following compact form

,aZ_H)

Q(i‘ka Uk, O/]{:, e ,az) = Q(jkaukvak)
Hus Hyw Hio
= 77]{ [Hux H,, Hua‘| Nk = nank (30)
Hai Hau Haa
where
_ _ T
H=H" n =z up ar]” = [Th wy af al]”

Hzo = [Hi'al Hze2 -
Hy = [Hual Hua2 to

Ha1a1 Hala‘l
Haa = )
Haqal Tt Haqaq
o @TeE), i#]
Ha‘aJ - T : .
VIV PIY) = @I, i=j

The optimal policies for both the defender and attackers
can be obtained by solving the following equations for uy

J
and a.

0Q (k. ur,ab, - )
=0 31
0Q(z 1., 42
Qi -, 0) 0, j€Q (32)
daj,
which yields
wh = (Huw — Hug Hy Ho) ™!
X (HyaH oy Hoz — Huz) T, (33)
and
* _ -1
Ay = (Haa o HauHuulHua)
X (HauwH gy Huz — Haz) T (34)
1 2 T
where af = [(ak’*)T (ak’*)T (az,*)T] )

Next, the aim is to express the Q-function given in (30) in
terms of input-output data instead of the system state Ty.

Lemma 2. Assume the system (2) and (8) is observable.
Then, the system state can be re-written in terms of
measured input/output sequences as

Ty =Meep—1 k—N + Mylg—15-N
q
ji
+ E Mjay,_y N
i=1

where
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eg—N]T7
]T

—~ T T
Ch-1k-N = [€f_1 Ch_g -

= T T T
Uk—1,k—N = [uk,1 Up_o " Up_N

)

Wy = (@) @) el )]
M. = AN (Vivy) Vi,
M, =Uxy — MW5, M=t =U] — MW},
Vi = [(CAN-H)T (CAN-3)T ... (CA)" ¢T)"
UL =[B AB ... AN-1B],
U, = [[9-1 A9~ ... AN-IRi-1]

[0 CB CAB --- CAN2B

00 CB .- CAN®B
Wi =|: I

00 0 CB

00 0 0

0 CTV~! CADY ... CAN-2[V~!

0 0 Crt ... cANTI!
Wh=1: SR : :

0 0 0 Cri!

0 0 0 - 0
J=2,3,...,q+1.

Proof. The proof can be easily completed and omitted
here due to the space limitation.

It should be pointed out that there exists a constant x such
that rank(Vy) < n+p for N < k and that rank(Vy) = n+
p for N > k, where k is the observability index. Conse-
quently, one can choose N > k, and Vy has full column
rank n+p. In addition, éx—1,k- N, Ug—1k-N and @;,_, ,_y
are the tracking error output, control input and j** false-
data input, respectively. Vi is the observability matrix,
and Uy, i =1,2,...,q+ 1 are the controllability matrices
with respect to control and attacks. W4, i=1,2,...,¢+1
are the Toeplitz matrices. It can be seen from Lemma 1
that the augmented system state Zj is represented as the
measured input-output sequences. Next, the Q-function
(30) will be described by the same input-output sequences.

Define the following vector

€k—1,k—N
Uk—1,k—N
ak—1,k—N
Uk
ag

e RUm+Dp+m]N+(p+1)m

&= (36)

Then, the Q-function can be re-written in the form of
(37), where M, = [M} M2 --- MZ]. As a result, the
optimal defender’s policy uj, and attackers’ policy aj can
be obtained by solving (31) and (32) simultaneously, where
Q(Zk, uk, ar) = Q(&), which yields

uz = (Huu - Hua(Haa)ilgau)_l

X (Hua(Haa) " Or—1,4-N — Vk—-1,5—N) (38)
and
af = (Hog — Hou(Hou) " Hua) ™'
X (How(Huw) " r—14-N — Or—1,6-N) (39)
where

Ok—1,k—N =Haelp—16—N + Hoglix—11—N
+ Hogqlk—1,k—N,
Vi—1,k—N =Hyelp—1k—N + Hyglip—1,6—N

+ Hyalk—1,k-N,
q "
: (ak—l,k—N) ] .

The following theorem can be obtained immediately from
the above analysis, and the proof is omitted here.

Qkp—1,k—N = (dllg71,ka)T

Theorem 3. Assume the augmented systems (8)-(9) are
observable. The optimal policies for both defender and
attackers can be calculated according to (38) and (39), re-
spectively, which are functions of measured input/output
sequences and independent of the system state.

By combining (29) and (37), the input/output form of
Bellman equation for Q-function can be re-written as

§ HEy = T Quy + uf, Rug — aff (9 @ Day,
+ 751{+1H§k+1
where ug11 and agy1 can be calculated by
-1

(40)

U1 = (Huy = Hua(Haa) ™ Hau)
X (Hua(Haa) ™ G- N1 — Vho-N+1)
and
a1 = (Hag = Hou(Hyn)  Hya) ™
X (Houw(Hyw) "k - N1 — Ph—N+1)

Now, we linearly parameterize the Q-function as follows
§EHE, =H11(6))° + 2H126067 + -+ + 2H16465,

+ Hos (&) + 2Ha3&7 60 + - - 2Ha0 6785
o Hyp(€h)?
=nT¢, (41)
where

=0, &= & €],
t=[m+p+mN+(p+1)m
h=[Hy 2Hyy -+ 2Hy Hoy -+ 2Hyp - HM]T7
&= e - eeb @2 - et - &"

It should be emphasized that the unknown matrix H €
R“* has 1/(¢ + 1) unknown elements due to H;; = Hj;.
From (40) and (41), one can obtain that

Y&, = 2F Quip +ul Ruy — akF (0 @ Day + h' €1 (42)
which is a key equation in the following Q-learning algo-
rithms. Now, we are ready to use the Q-learning approach
to learn the corresponding Q-function matrix H. Policy
iteration and value iteration algorithms using Q-learning
technique are given in Algorlthms 1 and 2, respectlvely
In Algorithms 1 and 2, af, ¢g€+11 Ly and ¥t 1 kN are
defined as follows

aj, [(azlc’J)T’ (ag )", -, (0"
(bitll,k—N =H) e 1 pon + H g e n
+ ) ap_1 5w
wiﬂ,k_N =H e 1 p N+ H g1 oo n
+ ﬁiglfikﬂ,kq\/
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MZHffMe MgHiiMu MeTHa’ziMa MeTHEu MeTHia Hée :’EL I:{’ZL }!éu {{éa
MIHzeM, MIHyzM, MPHzz M, M Hy, MIHg, Hye Hyg Hua Hgy Haa
Q&) =& | MIHzzM, MY Hyz My, MY HypzM, MPHyy MY Hyo | & =65 | Hae Han Haa Haw Haa | & (37)
HufMe HuiMu Hui a Huu Hua I—_IU«E I:Iuﬂ I—_Ivﬁ I—:ruu ]:]ua
HaiMe HaiMu Ha:f: a Hau Haa Haé au Ha& Hau Haa

Algorithm 1 : Policy Iteration Using Q-Learning
1. Initialization : Set 7 = 0, select stabilizing
defender’s policy u% and attackers’ policy a%
and choose H® = (H")T
2. Policy Evaluation : Solve for h/*+!
—(W & + 7 Qo + (u) " R(uy,)
—(a)" (W @ I)(aj) + (W) €1 =0
3. Policy Improvement :
§ = (L — H
X (H]H(HgH) ?11,ka - d’ii,kd\r)
— (Hjf' — B3 (HITY)~ 11%#)—1
X (Hfufl(HﬁH) 11/’J71k N~ itll,ka)
4. Stopif
‘|E]j+1 _

]+1

Hi| <e

Algorithm 2 : Value Iteration Using Q-Learning
1. Initialization : Set j = 0, select any defender’s
policy uY and attackers’ policy a?, and choose

HO — (HO)T
2. Policy Evaluation : Solve for h/+!
(W7, =z meﬂk + (u) " R(u})

—(ap)" (W @ I)(a3) + (1) T €t
3. Policy Improvement

uiﬂ (H”l Hj+1(]f]j+1)71H(gl‘;rl)71
i+1 i+1
X (H&;rl( H)F) 76 1,k—N — %—1,/6—1\!)
gjl (Hj+1 ]+1(Hj+1) 11?&(4{1)71
j+1
(HJH(HJH) 17/’J—1 k—N — zctuc—N)
4. Stopif
|HITt — HI|| < e

In order to solve HI*l by using (40) recurswely, the
number of samples &, should satisfy v > £0(¢ + 1). Let

} [é-ka gka I gk;} a’nd_ A = [_pk;v pka ) pk] vv_here
P?c = [ Qar + (up) T R(uy) — 9(az) " (ap)]" + (A7) T & iy,
i =1,2,...,v. Then, one can obtain that (h/+1)TZ = A,

which results in
(Z2T) " 2A7 (43)

It is noted that, however, the defender’s policy u; and the
attacker’s policy aj, are dependent on the measured input-
output egx_1 k—nN, Uk—1,k—N and ar_1 —n. Consequently,
the matrix Z=7 is not invertible. To address this issue,
probing noise should be added into the system dynamics,
and the following persistence of excitation (PE) condition
must be satisfied.

pitl —

Definition 4. A g-vector sequence h = [hy, ha, -+, hg]T is
said to be persistently exciting over an interval [k+1, k4]
if for some constant § > 0

K+l

> hi(hy)" > 61

i=k+1

(44)

3611

In order to satisfy the persistence of excitation condition,
the actual defender’s policy and attacker’s policy are
generated by

@, = aj +ny” (45)

where nj and ni’ﬂ, i = 12,...
signals.

N 1
Uk = U + Ny,

,q, are probing noise

Remark 5. If the state almost converges to the desired
position and becomes stationary, then the persistence of
excitation condition is no longer satisfied. An exploratory
signal consisting of sinusoids of varying frequencies can
be added to the policies of the defender and attackers
to ensure PE qualitatively. Consequently, nj, and ni’] in
(45) can be chosen as sinusoids of varying frequencies,
exponentially decaying noise, or Gaussian noise.

According to the method given in Rizvi et al. (2018),
the following theorem can be easily obtained, and the
corresponding proof is omitted here.

Theorem 6. Assume the sybtem is controllable and observ-
able. The sequences uj, and a;?, i € Q, j = 1,2,...,00,
generated by Q-learning Algorithm 7 or Algorithm 8, can
converge to the optimal strategies (38) and (39) for the
defender and the attackers when the system is sufficiently
excited.

4. AN ILLUSTRATIVE EXAMPLE

In this section, an example is given to demonstrate the
main results proposed in this paper.

A linear discrete-time system is given as

Tht1 = Axy + Bug, + B(Fla,lC =+ ani)
yr = Cxy,
with
—1.5 0.3 1 0.2 —-0.3
A=| 11 07 —05|,B=] 06 -1 |,
0.5 —-0.2 1.9 1.1 0.8
1 _ 10 2 00 o
o= (3] =3 = 1

Note that the eigenvalues of system matrix A are A =
—1.8021, Ay = 0.8380 and A3 = 2.0641. Therefore, the
open-loop system is unstable. The reference trajectory is
generated by
3/2-1-1 = —yp
Other parameters are given as follow.
v =0.88,0; =0.83, 6, =0.81, e = 1075,

025 0
Qe =09, = [ 0 0.001}

The simulation results can be obtained according to Algo-
rithm 2 and are depicted in Fig.1 - Fig.4, which show that
the tracking error can converge to zero, i.e., the system
output y, can track the reference input y;,.
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5. CONCLUSION

In this paper, game theory was used to investigated the
optimal tracking control problem in the presence of false-
data-injection attacks. Then, the Q-learning method was
developed to solve the GARE online without requiring
the knowledge of augmented system dynamics. Moreover,
the Q-function was expressed in terms of only measured
input-output data, and the policies for both sides were

generated by Q-learning algorithm, where the system was
assumed to be sufficiently excited. The simulation results
have shown that the system output can track the given
reference trajectory under FDI attacks.
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