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Abstract: This paper deals with the optimal fault estimation and accommodation problem
for a class of linear systems in the framework of Stackelberg differential game theory. In this
framework, the observer plays the role of the follower, while the system plays the role of the
leader in making sequential decisions. A dual controller approach is used to design an auxiliary
controller for the observer such that it can non-cooperate with the controller of the system
to achieve the Stackelberg equilibrium. To achieve the online updating of the fault-tolerant
controller, an adaptive dynamic programming methodology is used by establishing two critic
neural networks for the observer and system respectively. Finally, a simulation is presented to
illustrate the efficiency and applicability of the theoretical results.
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1. INTRODUCTION

With growing demand for increased safety and reliability,
fault-tolerant control has attracted significant attention
from various fields, such as industrial production (Ding
(2008)). Since an undetected incipient fault may result in
a serious disaster, the development of more reliable fault-
tolerant control (FTC) methods to guarantee the stability
and performance of the system after faults occur is a
significant and challenging issue (Zhang and Jiang (2008)).

Existing FTC methods can be classified into two cate-
gories: (i) passive FTC and (ii) active one. The main idea
of passive FTC is employing only one controller with fixed
structures and fixed parameters to deal with both healthy
and faulty situations. Active FTC is based on reconfig-
uration of the controller in response to the detection of
occurred faults (Wen et al. (2018)). In contrast to passive
FTC, the active FTC approach has some key advantages
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such as being less conservative and more effective due
to its flexible structure and adaptive parameters (Chen
et al. (2016); Zhang et al. (2004)). It is worth mention-
ing that few of the existing results address the optimal
performance of the system under the faulty case (Wang
et al. (2018)), which motivates the research presented in
this paper through the use of the game theory.

Game theory is an interdisciplinary subject initiated from
mathematics, which has infiltrated into various disciplines,
such as economics and control (Basar and Olsder (1999)).
The players in a game theoretic framework may cooperate
or non-cooperate with each other to reach the Nash
equilibrium, which is a state that none of the players would
like to leave. One of the typical games is the Stackelberg
differential game, where there are two players: leader
and follower. The key characteristic of the Stackelberg
differential game is that the leader is one-step ahead of
the follower. The follower takes an action to response
the strategy of the leader after it gets the information
of the leader. Meanwhile, the leader is able to know this
situation, therefore, it can select its optimal control to deal
with the follower’s action. As a result of this characteristic,
Stackelberg differential game takes effect in many areas
of our daily life, such as the smart grid (Maharjan et al.
(2013)). However, how to apply the Stackelberg differential
game into solving the active FTC problem still an open
and challenging problem.
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Inspired by the above challenges, this paper deals with the
optimal fault estimation (FE) and fault accommodation
(FA) problem for a class of linear systems by making
use of the Stackelberg differential game. To the best of
our knowledge, there are no existing results on the use of
Stackelberg differential game theory to solve this problem.
Different from the previous results, we cast the optimal
FE and FA problem into a Stackelberg differential game
to achieve sequential decisions between the observer and
system. The main contributions are summarized as follows.

e A Stackelberg differential game-based optimal FE
and FA approach is proposed, in which the observer
plays the role of the the follower and the system plays
the role of the leader to obtain the optimal state/fault
estimation and the optimal fault-tolerant controller,
respectively;

e An auxiliary controller variable is designed for the
observer such that it can non-cooperate with the
controller of the system to construct the complete
game situation and further to achieve the Stackelberg
equilibrium;

e Utilizing the adaptive dynamic programming (ADP)
approach, two new adaptive updating laws of the
critic weights are designed for the system and ob-
server respectively.

Notation: 7 (or AT) represents the transposition of a
vector x (or a matrix A), |-| denotes the Euclidean norm,
Onxm € R™™ expresses a matrix with all elements are
zero, Ipxg € RP*7 means a matrix with diagonal elements
are one and the other elements are zero, I, € R¥ expresses
a column vector with all elements are one.

2. PROBLEM FORMULATION
2.1 System dynamics

Consider a class of continuous linear systems described as
i=Az+Bu+Ef 1)
y=0Cz

where z € R", u € R, f € R% and 3 € RP are the state,

control input, fault function, and output of the system,

respectively. The matrices A, B, C, and E are known
constant matrices of appropriate dimensions.

The fault signal f(t) is generated from a dynamical ex-
osystem:

Ty :Afa:f, t>ty

f=Cyxy, (2)
where z7 is the fault-state with the initial fault value
xz¢(ty) = xpo, Tyo is an unknown value and ¢y is the

unknown time that the fault occurs. The matrix Af €
R%4 ig assumed to be stable, C; € RP*? is the output
matrix with full row rank. This fault model investigated
in Chen and Patton (2012) can describe various kinds of
faults, such as actuator faults, sensor faults and process
faults (Abfalg and Allgower (2006)).

For well-posedness, we make the following assumption.

Assumption 1. The pair (A4, B) is controllable, the pairs
(A,C), (A, Cy) are observable, and all the eigenvalues A s

QIT
(@n)]

of the matrix flf make the matrix {)\f

full column rank. |
2.2 The Stackelberg differential game

The definitions of the best response and the Stackelberg
equilibrium are given.

Definition 1. In the game theory, the best response is the
optimal strategy of a player, which takes account of the
other players’ strategies to minimize its own cost. ]

Definition 2. Suppose P; and P, are the leader and fol-
lower in a Stackelberg differential game. The cost functions
and the strategies for leader and follower are denoted as
T; and p;, Vi = 1,2, respectively. The pair {uf, u5(u7)}
is defined as a Stackelberg equilibrium strategy if the
following properties are satisfied:

(1) For each py, there exists pub(u1) for the follower such
that

Lo (p1, p2* (1)) < T (1, p2) , Vi
(2) There exists puj on the best responses of the leader
such that

Ty (15 13 (17)) < T (s pz ()
for any pair (i, g2 (1)) on the best responses of the
leader. a

Based on the above definitions, our objective is to design
an optimal active FTC scheme under the framework of the
Stackelberg differential game such that the state z of the
faulty system (1) converges to zero and the system’s cost
function is minimized.

To achieve this goal, the bridge connecting the Stackel-
berg differential game with FE/FA is established in the
following section.

3. STACKELBERG DIFFERENTIAL GAME-BASED
OPTIMAL FE/FA DESIGN

In this section, the link between the Stackelberg differen-
tial game and FE/FA is developed. Then, the designs of
the optimal FE and FA are presented.

3.1 Stackelberg differential game-based optimal FE/FA
design

To estimate the state and fault simultaneously, the sys-

tem’s dynamic model is augmented by setting x 2

T
{ZT7 xﬂ . The augmented system is given by

| & =Ax+ Bu
S'{y:Cm , (3)
al A ECt| pa| B N
whereA—[den A, },B—[deq},C—[C O].

Using the duality between the linear optimal observer
and the linear quadratic tracking control (Besangon and
Munteanu (2015)), an observer is constructed for the
system (3) based on the design of an auxiliary controller
variable v,

O: {

+ Bu+ Fv
, (4)
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Leader

Follower

Fig. 1. The Stackelberg differential game between the
system (leader) and observer (follower)

where Z is the estimation of the state x, v is an auxiliary
controller variable designed for the observer O, F €
R(+d)x4 is an input designed matrix, and § is the output
of the observer. Compared with the traditional observer
design, the output y is included into the observer (4)
through v.

The links between the augmented system (3) and the
observer (4) is illustrated in Fig. 1. From the strategy-
making perspective, the system has an initial strategy ug
working before the auxiliary controller v of the observer
works. After the observer receives the information of u
and y from the system, the observer will make the best
response to the system’s current strategy, i.e., designing

. . e A N
the optimal auxiliary controller v* to minimize ey, = y — 7.
In return, the system will adjust its own strategy based
on the state and fault estimation from the observer, i.e.,
designing the matrix u*, such that the goal of FTC can be
achieved. Therefore, the system has the dominant position
and has one-step advance than the observer.

Based on the above analysis, it is shown that the decisions
between the observer and system can be sequential, in
which the system first takes action and then the observer
follows based on the strategy of the leader. Such sequential
decision feature coincides with the core of the Stackelberg
differential game. Thus, we set the system as the leader and
the observer as the follower in the Stackelberg differential
game to achieve the optimal FE and FA. The optimal fault
estimation will be presented in the following section.

3.2 The follower’s design

In this section, the optimal FE problem for the observer
is formulated as the follower’s problem in the Stackelberg
differential game under an arbitrary strategy of the sys-
tem, u € U, where U is the set of the admissible strategies
of the system.

The cost function for the observer (4) is defined as

102 [T{@-9"Q@ )+ Ro +uTGo} at,
0
()
where @), R, and G are symmetric positive definite matri-

ces. The term u” G represents the impact from the system
S to the observer O.

According to the analysis of the sequential decisions be-
tween the system and observer, there exists controller
signal ug of the system in operation which is used by the
observer. Thus, we firstly investigate the problem of the
follower under an arbitrary strategy of the leader u € U.
More specifically, the problem of the follower is descried
by

min Jp

v

s.t. (4)
To solve this problem, the associated Hamiltonian function
is defined as

H, 2

for an arbitrary v e Y.

G- Q@ —y)+v Ro+u"Go
+ VJT (A2 + Bu+ Fv), (6)

where VJ; 2 0.J1/0% denotes the partial derivative of the
cost function J; with respect to the state estimation Z.

The necessary conditions are given by

Vi = —207QCs + 207 Qy — ATV Iy, (7)
and
oOH
7(%1 =0=2Rv+Gu+FTV.J, =0, (8)
which implies that
v* = —1/2R"Y (FTVJ; + Gu) . (9)

The optimal value of the cost function Ji satisfies the
Hamilton-Jacobi (HJ) equation

0 = min Hy (2, VJ},v). (10)

Substituting control policy (9) into (10) leads to the
following coupled HJ equations:

X . 1o _ .
G-'Q—vy) - 1V ) FRFTVJ;

1 1
— W GRTGu = SVuTGRTIFIVIT + (vJp)" A
+(VJH)TBu=0 (11)
with J;(0) = 0.

Theorem 1. Suppose Assumption 1 holds. The optimal
auxiliary controller designed in (9) guarantees

Jim (2 (t) = & (1) = 0.

Proof. The proof is omitted due to space limitations.
3.3 The leader’s design

In this section, the optimal FA problem for the system
will be solved by designing the leader’s problem of the
Stackelberg differential game.

The cost function for the system (3) is defined as
Jo (u) 2 / (2T Mz + v Lu+ VIE 7V 1) dt,  (12)
0

where M, L and 7 are symmetric positive definite matri-
ces.

Under the cost function (12), the problem for the leader is
JQ (u)
st. (3), (7).

The goal is to minimize the cost function (12) under
the constraints of both the system (3) and the observer

min
u
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(7). The reason to regard (7) as the constraint from the
observer is that V.J; is the unique influencing factor of
v* in (9). By considering the constraint (7), the system’s
optimization contains the best response v* of the observer,
which means that the system adjusts its controller based
on the state and fault estimation from the observer to
achieve its optimal FTC goal.

To solve the leader’s problem, the Hamiltonian function is
defined as

Hy 22" Mz +u” Lu+ VI 7VJy + VJL (Az + Bu)

+ BT (—20TQC% +20TQy — ATV.Jy),  (13)
where V.Js 2 0J2/0x and 3 2 —0J2/0(V J1).
The necessary conditions for the leader are given
. H.
Vi = — % = ViJy = —2Mz — ATV J, — 207QC8,
(14)
0H, .
=— =ATB—21VJy, 15
b= gy = =478~ 21V (15)
and the optimal fault-tolerant controller can be obtained
OH» * - *
e —0=u =35l BTV ;. (16)

Substituting (16) into (13), the coupled HJ equation for
the leader is as follows
1
"Mz — 1 (VIO BL BTV + (VJH)T
+ (V)" Az + 67 (—207QCE + 20T Qy — ATV IF) =0
(17)

TV JT

with J5(0) = 0.

Also, under the controller u* in
equation (1
as

(16), the coupled HJ
1) for the observer can be further expressed

G- QWH—y) -

1
6
+ (VI BL'\GRIFTV I

1
E(VJI‘)TFR”FTVJ{‘
(VIO'BL'\GR'GL'BTVJ;

+ (VI Az

\»—wl;\»d)—\

5 (VD) TBL™'BTV.J; =o0. (18)

Theorem 2. Under Assumption 1, the optimal fault-tolerant
controller u* designed in (16) can guarantee the faulty sys-
tem (3) under the cost function (12) to be asymptotically
stable, and the pair {u*,v*(u*)} reaches the Stackelberg
equilibrium if the optimal costs J; and Jj satisfy the
coupled HJ equations in (17) and (18). O

The Stackelberg equilibrium {u*,v*(v*)} in Theorem 2
means that after several rounds of making the best re-
sponse to each other, the competition between the system
and observer arrives at a balance point. At this equilib-
rium, the observer achieves the optimal state and fault
estimation with minimal cost J§, and the system achieves
optimal FTC with the minimal cost J5. Moreover, even
they are in the equilibrium, they still have interactions
with each other such that one of them leaving this Stack-
elberg equilibrium would result in the loss of the other
side. Thus, they have no intensive to leave this equilibrium
point.

On the other hand, Theorem 2 reveals that the solutions
of the coupled HJ equations in (17) and (18) are the key to
achieve the Stackelberg equilibrium. However, the coupled
HJ equations are difficult to be solved in practice. To ad-
dress this problem, the Adaptive Dynamic Programming
(ADP) approach (Wang et al. (2018)) will be employed in
the following section.

Remark 1. Tt is worth mentioning that the Stackelberg
game considered in this paper is in an open-loop structure.
One of our contributions is the development of the open-
loop Stackelberg equilibrium solutions to ensure that the
closed-loop system can be asymptotically stable. More-
over, this open-loop Stackelberg equilibrium solutions can
be written as a state-feedback form, more details can refer
to Moon and Bagar (2018).

4. ADP-BASED STACKELBERG DIFFERENTIAL
GAME STRATEGY

In this section, the Stackelberg differential game strategies
are carried out online by using the ADP technology, in
which two new adaptive learning laws of critic weights are
proposed.

Two critic networks are designed for the system and
observer to approximate the cost functions J; and J3,
respectively

Jl _Wclocl ( ) + €e1 (E) )
Jy *Wc2002 () +eca(z),

ST T]

(19)
(20)

where T 2 [ , W, € RV, Vi = 1,2, represents the
ideal critic weights, F is the number of neurons belonging
to the hidden layers, o., is the actuation function, and e,
denotes the error of the approximation, which converges
to zero as I'; — oo.

Note that the dynamics of the system may not available in
practice, the state estimation is employed into the system.
Therefore, a hidden layer is added into the critic network
of the system (20), which is expressed as

Jy = 2062 ( c2x) +ee2 (), (21)
where w¢o is the ideal weight of the hidden layer, which
assumes to be fixed during the training process.

The derivatives of J;
VJi

and J5 are obtained

:VJCTle + Ve, (22)

VJ; =VoL,We + Ve,o, (23)
where V.J; 2 8JF )0z, Vi < 2 0J; /0%, Vo 2 90,1 /0z,
VUcl é wc2(80c2( )/31') a = chx Vecl = 8561/896 and
VECQ é 6‘562/8;%.

Using (22) and (23), the Stackelberg equilibrium solutions

(u*,v*) in (9) and (16) can be expressed as
1
v =— 53*1 (FT (VohWer + Vea) + Gu*),  (24)
1
ut = — §L_1BT (VolaWe + Vero) . (25)

Applying (24) and (25) into the Hamiltonian functions (6)
and (13), it can obtained that
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=9 QM —y) — {WaVou FRTFTVo, W

- EWCZQWCQBL*1GR*1GL*1BTv03;WC2
1
+ ZWCTQVUCQBL*IGR*lFTvochvvd
+WiVo, Az — =
:gcla

WAVouBL 'B'Vol,W.,
(26)

1
T Mz — ZWEVUCQBL_lBTVUZQWCQ

WhVoenAz + BT (—2CTQCE + 207 Qy
_AT (VUEWCI)) + Wg;v0'617TVO'£WC1
:§c2~ (27)

where &1 2 —VeT, (Az + Bu* + Fu*), £ 2 —VeT) (Ax
+Bu*)+6T AT Ve, represent the residual errors. With the
growth of the number of hidden layers, it has |{.;| < lee.

To solve the problem of the unknown ideal weight W,
two adaptive critic networks are employed to estimate J;
as J = W 5 0ci, Where Wd, ch are the estimations of
Wer, Wes, respectlvely Then, the estimations of u* and
v* can be expressed as

1

S 2

0

SEOU(FT (VolWa) +Ga),  (28)

i 2L—1BTVUCTQWCQ. (29)

Hence, the estimated Hamiltonian functions can be repre-
sented as

H, (ae,y,vjl,@)

=0-v' QW -y -
— %WCEVUCQBL—1GR—1GL—1BTW§;VT/02
+ EWCTQVUCQBLflGRleTvoCTle

1. .
ngvo—dFR—lFTvaZle

C

o 1. o
+WiVo, Az — inlvadBLleTvocTQWd

=€c1, (30)
H, (w Vs, u)

=T Mi — iWCTQVUCQBL*BTvaCTQWCQ
+ WhVoep Az + 87 (-2C7QCE + 2T Qy
—AT (Vag; Wcl)> + Wg{VUCUrVUCTle

=€c. (31)

In order to minimize the errors in (30) and (31), the
following functions are introduced, Vi = 1,2,

Al

Eci = 262651

Taking advantage of the the gradient descent method, two
adaptive weights of the critic networks are proposed

V1
4k

— WIVo,BL '\GR'GL'BTVo LW,

I;Vcl = —a1 ﬂ

k WiVo, FR'FTVeL W,
1

ec1 +ax [

16k
— (FialW — Pl
(32)
4 _ 11)2 '1/12 1T
Wea =—az—e€c2 + as W VJCQBL B VJCQWCQ
ko 4ks
T
k WCIVO'Clﬂ'VO'Cchl
2

- (F22Wc2 - lei/chQ)} : (33)

ki 21+ 076,
and ¢, 2 %6, 2 Vo, (Ad+Bi+Fd), 6, 2
Voo (A% + Bi). The terms Fj; and Fjp are two matrices
to be designed.

where a; represents the learning rates,
A

S

The following general assumption in the neural network is
given.

Assumption 2. The critic weights W,;, Vi = 1,2 are
bounded, i.e., |We| < Wimax for Wimax > 0. Similarly,
Ve, Voe, B, A, B, G and F are upper bounded by
positive constants, i.e., |Veg| < e, |Vou| < loiy Al < la,
|B| < g, |G| < lg, and |F| < p. m
Theorem 8. Under Assumptions 1-2, the approximate op-
timal auxiliary controller (28) with the adaptive weight
updating law (32), and the approximate optimal fault-
tolerant controller (29) with adaptive weight updating law
(33) can achieve that the states of the faulty system (3),
the states of the observer (4), and the estimation errors of
the critic weights are all uniformly ultimately bounded. O

Remark 2. The advantages of the proposed method are
concluded: By using the proposed Stackelberg differential
game, the relation between the system and observer is
revealed from a sequential decision perspective, which
also helps to achieve the optimal FE and fault-tolerant
controller for the system. Moreover, the solutions are
approximated by using the ADP method, which avoids
the problem of dimension disaster.

5. SIMULATION

In this section, an example of continuous-time linear
system is given to verify the effectiveness of the proposed
method. Consider the following faulty system, in which
only parts of the states are measureable,

<[4 ] 1o 1)
y=[10]z

where z 2 [21,22)" is the state of system.

The fault is supposed to be

. [-1 05
TP=1o0 -15""

=[]
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Fig. 2. The state trajectory of system
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Fig. 3. The estimation errors of state and fault

where z 2 [£71,252)". Assume that the fault takes place
at ty = 0.5s5. Choose the parameters in the cost function
as

F=B,Q=5R=2G=15L=2 M =314x4.
The activation functions are selected as
Oc1 (ga y) :[y y2 yg y2 gL
oe1 (2,2¢) :[zf 2122 21T 21T f2 z%

2 2 4 4 4 4 3
xfll'fleQ .'L'fz 21 R9 :Cfl $f2 2122

2Tf1 22T f2

3 3 3 3 3 3
21T f22921 29X f1 29X f2 £L'f221 iEfQZQ

3 2.2 2.2 2 3
TioTp1 217 ATy 2T 21T

The learning rates are set as a; = 0.1, as = 0.8. The
parameters 1 = 19015, Fy, = 2015, F15 = 0.011545,
Fys = 0.0017545. In addition, the persistent excitation
condition is guaranteed by adding a small probing input
signal 7;(t) = 0.02sin°(t)cos(t), for t < 3s.

The simulation results are displayed in Figs. 2-3, which
show that the state trajectories for the system and the
estimation errors of states/ faults all converge to a small
neighborhood of zero. Thus, the effectiveness of the devel-
oped Stackelberg differential game-based FTC methods is
verified.

6. CONCLUSIONS

In this paper, the Stackelberg differential game is extended
to solve the optimal FE and FA problem, in which the
observer plays the role of the follower and the system
plays the role of the leader to achieve the Stackelberg
equilibrium. Moreover, the ADP approach is used to make
the fault-tolerant controller update online, in which two
new adaptive laws of the critic weights are proposed.
The simulation results have been presented to verify the
effectiveness of the proposed methods. Futuer work will
focus on how to extend these results into more complex
systems, such as nonlinear systems.
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